
i’m wes.. i’m here to 
help you share data.

collectiveintel.org
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china is going to steel 
all your warez.
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your bios is phoning 
home.
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all of our natural gas 
pipes are going to blow 

up
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no one can hack in 
their sleep...
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... and be on the look out for 
some guy who works for 

“twitter” who might be trying 
to bump ugglies with your 

mobile ... then send all my info 
to nigerian scammers who will 
try to get  me to fly to europe 
so they can haz all my monies...
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we’re screwed.
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whoami

• we’re the north american .edu CSIRT

• we operate a large (very active) trust 
community 

• we build tools (CIF)

• we travel, foster relationships (here i am!)

• we drink beer (it’s not a good talk, unless 
your hung-over)
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some context

• mostly north america (few scattered throughout 
other english speaking countries)

• mega v4 and v6 allocations

• mega connectivity (10G - 100G), inter-continental

• BYOD: since the beginning of the inter-webs.

• culturally diverse (students, staff, operations, 
regions, etc)
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big-data: solved! 
now what do i do?

(the next ten years)
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wait, what about the 
last ten years?
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collectiveintel.org
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next 24 months.
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imagine a “box”

• that worked like google personalized search

• that not just read, but understood your email 
and favorite blogs

• that communicated seamlessly with your 
network infrastructure (firewalls, IDS, name-
servers, etc) in real-time

• that could be peered with your close, trusted, 
partners “box” to exchange information
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now imagine that “box”

• leveraged existing science intelligence 
analytics (bio, chem, etc) to analyze the data

• could handle trillions of observations per 
day (netflow, passive dns, log flow, etc)

• magically manipulated your infrastructure 
into mitigating attacks on the fly
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and... was an open and 
free framework
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we already know how 
to do this...

• pick a messaging framework (zeromq, 
xmpp, http, smtp, pigeon, horse, donkey, 
camel, hobbit..)

• pick a storage framework (hadoop, 
cassandra, sql, sqlite, clay tablets)

• pick a normalization protocol (iodef, csv, 
etc)

• pick an msg/api spec (protobuf, rest, soap)
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pretend for a minute 
you’ve got all that in-
house, what’s next?
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information sharing is 
really all about...

• messaging

• storage

• analytics

• communication 

• scale

• warfare

• economics

• trust

• people

• culture

Thursday, May 23, 13



information sharing is 
really all about...

• peering.
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peering.
• cultural barriers (easy: requires only beer)

• language barriers (easy: requires beer and 
google)

• trust barriers (harder: requires more beer)

• scale barriers (harder: requires more beer)

• protocol barriers (hard: requires, hard-
liquor, hangovers, etc)

• legal barriers (easy: they work for you)
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where we fail

• most [international] information sharing 
communities are great aggregators of 
internally shared information

• most cross-hub action happens by those 
who are in many communities

• we’re actually just inhibiting the data-
sharing process

Thursday, May 23, 13



peering.

• this is really a “BGP” problem

• it’s been solved before

• it’s been completely screwed up before

• where the wizards stay up late? the origins 
of the internet....
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peering.
• BBS / Forums

• Prodigy

• AOL

• CompuServe

• IRC

• Google+/Talk

• ICQ!!!!!

• Jabber (XMPP)

• SMTP

• Skype

• SMS/iMessage

• Torrents

• BGP
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peering.
• teh Facebook is a social platform for 

connecting you with your friends parents?

• teh LinkedIn is a social platform for 
connecting you with your friends who have 
money and would be dumb enough to hire 
someone like you

• teh google plus is a social platform for 
security peeps who have no desire for 
Facebook shenanigans
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peering.

• AusCERT is a social platform for 
connecting Australian security professionals

• the APWG is a social platform for 
connecting e-crime researchers

• the REN-ISAC is a social platform for 
connecting american security professionals 
in education
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you should be 
thinking...

• if you’re not already doing automated data-
sharing, why not?

• does your current infrastructure support 
automated data-sharing?

• have you executed information sharing 
agreements with your partners?

Thursday, May 23, 13



you should be 
thinking...

• peers need to build trust (we’re not just 
pushing packets)

• peers need to travel (here i am!)

• peers need to leave their ego’s at the door
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end-game

• cross sector coordination

• cross culture coordination

• change in economics
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